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Information Technology Vision

Our vision is to maximize public service and financial savings through the
implementation of technology solutions that support and enhance current and
future service delivery systems of Sonoma County.

County mission

To enrich the quality of life in Sonoma County
through superior public service.

Residents
Norkers, voters, students,
visitors, volunteers, ete.

Safe, healthy
and caring
community

County Government
Public safety, land & transportation,
health & human services, administrative, |
governance, etc.

@@

People, facilities — Gov't. Partners

and technology bring our State, federal, cities, counties,

community Iogether! special districts, associations, ete.

Economic &
environmental
stewardship

Business Communlty
Builders, realtors, title co's, retail,
agriculture, manufacturing, etc.

Superior public service involves and supports residents, business communities, and government
partners. County enterprise technology effectively bridges public safety, health and human
services, land management, transportation, parks, recreation and administrative programs with a
consistent and sustainable technology foundation. County Strategic Goals define our focus and
priorities which include:

e Safe, Healthy and Caring Community
e Economic & Environmental Stewardship
e Civic Service & Engagement, and

e Investing in our Future

Related technology projects and a service portfolio enables our best assets, our departments and
employees, to work well together regardless of organizational or jurisdictional boundaries.
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Service Goals and Objectives

The vision and goals represents a culture of service that delivers quality products in a timely and
effective manner. The Information Systems Department has established a set of operating objectives
including:

Customer Satisfaction and Level of Service
—constant improvement in practices used to
provide and maintain cost effective,
consistent and responsive technology tools
and business services to fulfill all of the
County Strategic Goals.

Product and Service Value — quality and
effectiveness of support for individual
employees, departments, and agencies in
their delivery of efficient public services and products aligned to all of the County Strategic Goals.

Clarity of Process and Managed Risks — long term comprehensive planning tied to best practice
standards and procedures, clear deliverables and equitable costing allows the department to develop
and maintain credibility and trust of its county customers and fulfill its responsibilities under County
rules and other applicable laws. In meeting these obligations we minimize risk, benefiting all of the
County Strategic Goals.

Measurement and Service Value

Customer Satisfaction Surveys are a

primary measurement of our success Custoneer Satlstaction Swvey
) . . . .. 1SD vs Gov vs All Industries
in meeting service delivery objectives. |:=

Outside parties survey clients on 450

requests and incident response i

tickets. The surveys measure
courtesy, knowledge, timeliness,
quality, and overall satisfaction on a
scale of 1 —5. Over 3,000 surveys
have been responded to over the last
2 years. Ratings are compared to
government peers and to all ot
industries. For 3 years the a0
Information Systems Department has
exceeded both Government and all
industries in satisfaction levels. In 2018, the department was ranked 15t Place in
the Help Desk Institute Elite 50 for outstanding performance when compared
against other benchmark entities. This honor helps reinforce the value of
measurement and importance of recognizing the hard work staff perform to
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make sure clients are satisfied with services being provided... everyday! The Information Systems
Department utilizes customer satisfaction feedback proactively to adjust training plans and to reassign
staff from other areas to help insure client satisfaction remains a top focus and priority.

Innovation and sound business practices are critical to our success in in demonstrating product and
service value. Technology is constantly changing and emerging solutions can often be incorporated to
provide improved delivery of public services. Sonoma County has been recognized as a leader in
technology and innovation achieving top 5

8y 8 fop 2018 WINNER

rankings in the Digital Counties Survey since 2014

achieving 1 Place in 2016 and again in 2018. The DIGITAL ;
survey collects information about our technology

portfolio and about specific areas deemed COUNTI
important to the public. Thisis a national award ‘ URVEY

condUCtec_j by the Center.for Dlgltal Fioyernment In Sonoma County =Ranked 15*Place for Medium Sized Counties
partnership with the National Association of

Counties (NACo) and provides a basis for both
learning about technology trends and helps focus future efforts on the right things.

Equally important to maintaining a culture of customer satisfaction and innovation is managing and
forecasting service demand for products and understanding expanding client expectations. Workload
Indicators serve this purpose and help demonstrate how all primary IT functional areas deliver value
and support change. Regular increases in user counts, devices supported, and related work activity with
constantly changing technology demonstrates how our business partners view this resource as vital
component of quality public service delivery. Summary information follows and additional detail is
available in online ISD Performance Metrics and detailed Customer Satisfaction reports.

Inventory Indicators relate to the -
Inventory Indicators

number of devices, users, ” 800
volumes, and capacities that 6,000 e —
drive workload and resource 5.000
consumption. Inall IT categories 4,000 — ———
we are seeing a significant 3,000

growth in inventory indicators. 2,000 — __..=--""'"-—_

1,000 == =

Mobility (Cell, Tablet, Phones,
etc.) is a relatively new and

H H : e Parsonal Computers
rapidly expanding service s
category with impacts to online - il

Srvers
H H —— Telephone Lines
service expectations for both i e TR
employees and the public. WPH Accounts _
. . . Avg Devices on County Wifi (Daily)

Dramatic shifts are occurring as
information is made available anytime-anywhere, from any device. This expands network (both wired
and wireless) bandwidth needs across the enterprise and to Internet resources.

12-1% 13-14 14-15 15-16 16-17 17-18
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Web Content and Electronic Documents

Web Content and Electronic Documents shape the basis for online services and

9836018 .

10,000,000 — open government. These technologies
9,000,000 8,048,502 " . . . . .

£.000.000 present internal efficiencies while

7 podio0a 6,513,837 e . . .

- improving access for residents and
6,000,000

5,000,000 3,267,545 businesses throughout our communities.
4,000,000 3 .

bR W il The County continually makes

E 1,502,248 1,424,030 . . .

200000 ﬂ ‘”d — 24708 incremental progress in attracting new
1000000 = ’

users to these resources and is working

1314 1515 1516 1617 17-18

hard to expand availability of electronic

W Courity Web Ste Lissrs W County Intérmet Wb Page Views EDMS Doturmdnts SToned

documents and content for online use.

Measuring certain metrics help validate success. Internet users have nearly doubled over the past 3 years
and the volume of web page views has followed similar trends. At the same time the County has worked
to expand the number of documents stored in electronic form to reduce the need for paper based access
and copies.

This shift to digital information is evident when compared to paper based activities in past years.
Mail, courier services, print, and copy volumes have gradually declined as business processes and
access methods transition to digital information and evolving communication tools. The
department has used these measurements to recommend adjustments to service offerings and to
help facilitate a more rapid transition to electronic service delivery. Internal business efficiencies
coupled with environmental benefits (using less paper products and minimizing automobile trips)
make this an imperative to support the County goals and protect our environment.

Work Request Indicators relate to the
volume of requests for service (add,

Work Request Indicators

. 20,000
move, change, help, maintenance, i
incident, reports, etc.) Many of these —

are small or routine projects or account | 14,000

administrative activities with quick 12,000 ==
response expectations and consume 60 | **%*
—75% of our work team resources. :zz
4,000
In 2013/14, all service desks were P

consolidated to improve single point

. . . 12-13 13-14 14-15 15-16 16-17 17-18
service delivery and to facilitate
. mm Service Request Calls  Service Request Emails
convergence of voice and data : _
Service Request Portal — Log. [Service Request Calls)
environments. = Log. (Service Request Emails)

The service desk processes

approximately 28,000 requests each year. As an efficiency effort, the service desk began transition
to electronic submittal via email and a self-service portal for routine administrative requests. This
has shifted workloads and improved call response for direct assistance or emergency needs.
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Project Load Indicators relate to the
volume of medium to large projects. Project Load Indicators
Projects have a start and end date and 120

typically cross all functional teams. 100

Approximately 60% of the project
inventory is related to enterprise
technical infrastructure. While counts are

80

60

-

significant, the size/scope of individual 40 T B e | e N |
projects in each fiscal year can 20 I ----- 11
significantly impact completion counts as I I II I I I I II
represented in the chart. Dedicating _ 1215 1516 1617 17-18
resource to large scale projects and Em— Proposed . Planning Active

Completed I Hold = = = Log. (Proposed)

impacts of emergency response and
recovery efforts after the 2017 fires
reduces backlogs of routine and mid-sized
projects in planning and hold states as departments recognize County priorities versus department
needs. Heading into 2019/20, we anticipate increase project demands as department move to
completion rates for small and medium size projects as resources conclude work on the large scale
projects.

= = = Log. (Planning) Log. (Active)

The Value of Information

Leveraging a strong technology foundation, the Information Systems Department is continuously
shifting focus to better utilize and value information. By combining web, social media,
geographical information, and electronic records a unique opportunity exists to better use local
government information to improve awareness, enhance community engagement and
demonstrate transparency in all we do.

Popular Services - Find it Fast!

Board SoCo SoCo Pay it SoCo Mobile Departments
Meetings» Data» Alert» Online» Report It » Apps » & Agencies »

Data RE?OE‘T n o

> @

Business Services Visitor Services

| "
- *
| CarepRNLA ey
;.
|
|
|
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Innovation Services works with Sonoma County leadership to stimulate an environment for
systems innovation while developing business strategies that serve the growing technology needs
of the County enterprise.

Working collaboratively with leadership from County departments and agencies in the selection,
development, and implementation of new technologies, programs, and services that address
business challenges and support their needs. Research and development efforts nurture new
ideas from concept, through pilot, and into mainstream production. Additionally, this service is
designed to leads technical teams on high profile projects requiring an agile approach to
implementation. These projects lead to business process improvement through cross-
departmental collaboration and data sharing, while enhancing the client experience.

A current notable project is Accessing Coordinated Care to Empower Self Sufficiency, ACCESS
Sonoma County. Through closer coordination between the departments of Health Services,
Human Services, Community Development Commission, Child Support Services and criminal
justice departments’ support is more effectively delivered to clients with complex needs
improving their health, well-being and economic stability. Ultimately, the technology creates a
scalable solution and blueprint for how county safety net departments can holistically manage
care for citizen populations with complex needs.

Another innovative project currently being piloted at the county involves digital services with
electronic forms and signatures. The digitized forms include internal documents such as Human
Resources forms and reimbursement requests, as well as forms submitted by citizens to
governmental agencies, with a goal of reducing costs and providing more efficient services. In
conjunction with the electronic forms, the team enabled electronic signatures as a way to fully
digitize these processes.

Open Data and Online Services are part of the Board’s work priorities to expand Online
Services supporting government openness, accessibility and transparency. Information Systems is
working with departments to expand offerings and to enhance the value of information. A few
examples of recent additions to online services includes: a new online reporting system, SoCo
Report It, allows residents of the unincorporated County to report County maintenance and
repair service requests; and SoCo Data provides a platform to share important local data with the
community.

SoCo Report It provides people with the ability to submit and monitor the
status of service requests for common maintenance and repair issues in the
county service areas using both the Internet and smartphone applications.
The app provides a convenient way to submit service requests, such as
reporting a pothole or streetlight outage, and make it easy to attach a photo
of the problem. Additionally, the app automatically records the location via
the GPS location services on the smartphone. The submitter can track
progress of the request from submission to resolution.
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http://sonomacounty.ca.gov/SoCo-Report-It/

SoCo Data is accessible using a tool set that allows @ =577, (GPENdat4
the public to view data directly in a web browser,

download data into a spreadsheet or in other
popular formats for more advanced analysis and
visualization. County data and information is now

M Data Catalog

available online to share and improve access to
public information. Initial datasets include public
safety incident reports, restaurant inspections,
property information, and the County budget. The
County is also collaborating with the City of Santa
Rosa to allow the public to view data from multiple

jurisdictions through the same tool.

Project Portfolio

County Strategic Goals define our areas for making improvements and changes to county programs to
enrich the quality of life in Sonoma County.

With this focus, the Information Systems Department manages a project portfolio that facilitates
building and maintaining a strong technology infrastructure and business solutions that help deliver
results.

At the end of FY 17/18 the project portfolio has the following counts:

Project State = Count State Description

Active 47 Funded and moving forward - target dates established
Hold 33 Stopped pending customer or resource constraints
Planning 37 Project being estimated and planned for scheduling
Proposed 34 Requested work, pending funding and or prioritization

In the portfolio, there are several priority projects that represent core foundational elements for
improving public service across all strategic goals and initiatives. These are significant as the size and
complexity of the efforts often consume a large part of available technology and line of business staff
resources. In many cases, these priorities have delayed being able to respond to other important work
creating a significant back log that can be seen in the portfolio counts noted above.
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Strategic Technology Projects

Several priority initiatives will highlight ISD’s work efforts through July 15t, 2020:

Make our Information Technology (IT) more Resilient by organizing program and mitigation
project elements consistent with the Recovery and Resiliency Framework. Proposed solutions are
under review. The Board has set aside $1.7 million to support this critical project. The goal
includes achieving greater resiliency in the highest priority areas by the end of FY19-20. Additional
funding will need to be identified to complete the later phases. Additional information is available
in the following Recovery Projects section.

Integrated Justice System Stabilization and Modernization project updates the County’s
centralized justice system to leverage current technologies that business partners rely upon to
effectively serve the community. Nearly 2000 people utilize the system which contributes
extensive efficiencies throughout the public safety and justice community. Expenses to support
and sustain the modernization effort is estimated at S1M annually to cover both expense items
and revenue for required additional staffing for approximately 4-5 years. Measurement:
Complete Phase | conversion to a supported database environment to be completed within 12-18
months following authorization.

e The update will proceed in three phases over a five year period to replace the underlying
technology and significantly improve access, particularly for mobile devices and justice
personnel in the field.

e Phase one planning and procurement is currently underway using available fund balance from
the current year.

e Insupport of this effort ISD is retraining staff to transfer their knowledge and prepare for
redesigning the system and filling vacancies with staff with experience with newer technology.

Forms Digitization - to further implement the County’s Digital Government which provide cost
efficiencies and improved service delivery. Electronic forms will expand use of online services
easing access to government programs, services and information with citizens and provide
efficiency in internal forms processing versus paper forms currently routed through the County of
Sonoma offices and agencies. Information Systems Department (ISD) will continue to seek support
and project funds to provide consultation, workflow mapping, form design, electronic signature
integration, data collection, data structure for analysis, and integration with the County’s existing
trusted system, OnBase, and other enterprise systems.

Document Remediation - the Americans with Disabilities Act (ADA) and supporting regulations
require all government entities that receive federal funding to provide equal access to services,
electronic access to information is equally as important as physical access to individuals with
disabilities. Based on the current volume of documents requiring remediation Information
Systems will look for ways to improve our efforts and support departments in providing access to
all
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IT Resiliency Projects:

See attachment that includes summary information on the Recovery and Resiliency Framework.

Information Systems is working to include incorporate IT Resiliency as a normal consideration for
all projects, seeking to improve the ability for County operations to sustain operations during and
after a disaster. Subject to Board approvals set aside funds for IT resiliency and related
infrastructure funds and operating revenue will be leveraged to address gaps and mitigate risks.
The following is a summary outline of anticipated activities in FY 19/20.

Spring/Summer 2019: Engage Disaster Recovery/Business Continuity Consultant to complete an
assessment of County’s information systems (staffing, procedures, software, hardware, network,
servers, circuits, and locations) to identify the gaps in IT resiliency and corresponding
recommendations to be completed within available resources.

e Reassign ISD resources to coordinate with Emergency Services and CAO Office to develop
project deliverables and deadlines.

e Issue RFPs for disaster recovery/business continuity and to review alternatives for Cloud based
personal productivity tools to replace on premise tools (Microsoft Office).

e Initiate network/infrastructure redesign to ensure cloud accessibility and readiness to transfer
personal productivity workloads to Cloud vendors.

Summer/Fall 2019: Develop Business Continuity and Implementation Plan

e COOP Integration - Coordinate with departments on IT needs analysis for line of business
applications.

e Identify and /or reaffirm proposed program elements, one-time costs, potential on-going,
additional limited resources, capital projects.

e Gain Board concurrence, direction and approvals.

Winter/Spring 2020: Plan Execution

e Follow plan timetable.
e Finalize staffing and support organization plans.
e Proposal for any remaining items in the FY 2020-21 budget.

Cyber Security — update and enhance IT security programs, policies, and technical systems to protect
systems and data. Evaluate virus and malware systems and enhance as appropriate to improve security
posture.
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Routine and Mid-Sized Projects — 2019 / 2020

In addition to Strategic Projects, the portfolio contains over 130 routine and mid-sized projects. Each of
the County Strategic Goals help guide our work planning and prioritization of effort. The Information
Systems Department balances efforts on

technology projects and related services in Fu nctions Of Government
collaboration with departments. Each
project is associated with a function of
government with a primary role and
responsibility to defined goals.

e Admin & Civic Engagement

Public Safety

e Health and Human Services and Justice

e Land & Property Management

Health & Land and
Human Property
Services | Management

e Public Safety and Justice

Technology infrastructure that supports all
functions and goals relates to the Investing in our Future and is included in the Project Portfolio.

Organizational Alignment

Given the project, support and maintenance workloads and the emerging demands for expanding
services, the Information Systems Department is constantly adjusting the organization to best
meet expectations and needs. Primary functions are aligned with technical architectures to
provide focused knowledge in a manner that allows common services to be coordinated and
consolidated in an efficient and effective way.

Administration and Coordination —a group that provides general administration, budget,
accounting, fiscal analysis, contract, procurement, human resources, safety and facility support to
all functional teams.

Innovation Services - works with Sonoma County leadership to stimulate an environment for
systems innovation while developing business strategies that serve the growing technology needs
of the County enterprise.

Applications Programming — the team that provides development, maintenance and support of
business applications, data integration, and reporting solutions. The group supports make, build
and buy decisions and associated implementation management services in coordination with
department IT staff and vendors.

Information Management — has been re-aligned to revalue primary functional areas that define,
process, manage, report, distribute, and archive both digital and traditional information. The
following teams are involved in piloting organizational concepts.
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Web and Social Media — providing content management systems and processes to facilitate
the access to information through all on-line media avenues.

Electronic Document Management — supporting the capture, indexing, and storage of
electronic documents and files of all types.

Geographical Information — coordinating the collection and digital association of geospatial
attributes with other tabular data and developing visual maps tools for both internal and
public access.

Records and Reprographics — supporting the collection, scanning, archival, and retention
management for all records series and producing graphic designs and printed materials to
support information sharing and communications.

Technical Services — develops, supports and maintains the technical infrastructure and
standardized personal productivity tools for all County employees. The group has several
specialized work teams including:

Infrastructure Network and Communications — develops, maintains and support countywide
voice, video and data connectivity solutions for all departments. The group is consolidating
environments into a single converged structure.

Infrastructure Server, Storage and Database — managing the data centers and all equipment
and technical computing structures associated with technology solutions.

Infrastructure / Cyber Security — assuring safe and secure information technology and use.
Includes compliance auditing, litigation support, and policy development.

Infrastructure Application Hosting — provides the hosting of departmental business
applications and enterprise personal productivity and collaboration tools.

Infrastructure Service Desk and Field Operations — the single point of access to present and
deliver services. The service desk manages all request, incident, and install requests for all
technologies and oversees coordinating field staff for on-site needs.

Staffing Trends and Organizational Objectives

Information Systems is constantly adjusting as the technology landscape and IT management
environment evolves. Improving economic landscape and significant State re-alignment of
programs has shifted additional responsibilities to local governments. This has increased county
staffing by 11% over a five year period. Internal administrative services departments have
increased staffing by approximately 4% during the same period.

At the same time, the County has made significant progress in replacing major technology
infrastructure and IT support organizations (both central and departmental) are evolving to meet
service level demands. Information Systems, the central IT organization represents approximately
65% of the total County information technology FTE’s. During the last five years, Information
Services has increased authorized staffing by 9%. A significant part of this increase was offset by
cost reduction in vendor managed telecom services as voice and data network support was
consolidated into a single internal unit. Staff was also added to meet support needs for the
maintenance and operation of new systems.
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Recruitment has been lagging needs as competition in demand for IT skills and experience has
increased considerably in the bay area. Vacancy rates are around 10%, slightly higher than past
years.

In 2019/20, primary organizational objectives are in place to address staffing and retention issues:

ISD has been working hard to incorporate practices that continually address depth of coverage,
cross-training, and skill development. This is not just at the senior management level but across
all functional teams. During the fiscal year, the department will be focused on several activities to
enhance our ability to recruit and to improve existing employee’s readiness for promotion or
reassignment.

e Re-organize executive leadership roles to better balance operations and strategic initiatives
and establish succession tracks.

e Support and utilize the new Learning Management System to help identify skill/knowledge
gaps and to develop and manage training plans for all staff.

e Complete aJob Study to update job descriptions to accurately reflect current work, knowledge
and skill requirements.

e Continue efforts to increase candidate pools by using internships, college outreach, and
selective use of extra-help staff.
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